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Introduction

Many network protocols like HTTP and SM TP are text-based, which means that
itisrelatively ssimple to decode that information if it isintercepted over the wire.
LDAP, however, is binary protocol that usesthe ASN.1 basic encoding rules
specification to encode all communication. While some components of LDAP
communication (e.g., distinguished names) may be decipherable, itis
significantly more difficult to interpret other data el ements.

To address this problem, the LDAPDecoder utility provides a means of
interpreting LDAP communication and displaying it in a human-readable form.
This can be very useful for debugging problems with the interaction between
LDAP clients and a directory server, or to ssimply gain a better understanding of
the structure of LDAP traffic.

The LDAPDecoder offers two modes of operation:

It can be configured as avery simple proxy, in which LDAP clients
communicate with the LDAPDecoder rather than the directory server. The
LDAPDecoder will decode the request before forwarding it on to the directory
server, and it will decode the response from the server before forwarding it
back to the client.

It can be used to decode network packet captures taken from utilities like
snoop on Solaris or tcpdump on Linux.

Although the first mode of operation does require that clients be reconfigured to
communicate with the LDAPDecoder rather than directly with the directory
server, this mode of operation does offer some advantages that may not be
otherwise available:

The LDAPDecoder can be configured to use SSL for its communication, in
which case it could offer the ability to decode encrypted LDAP traffic.

The LDAPDecoder can make it possible to decode communication for the case
in which the LDAP client and directory server are on the same system. Some
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operating systems like Solaris do not offer the ability to capture traffic over the
loopback interface.

If configured to listen on a port greater than 1024, the LDAPDecoder does not
require root access to operate. In general, network packet capture utilities do
require root access.

It can be used to more easily target the communication between a specific
LDAP client and the directory server by ssmply changing that one client to
communicate with the LDAPDecoder rather than the directory server.
Depending on how it was obtained, a network packet capture may include
traffic from alarge number of clients, or even non-LDAP communication.

Large LDAP reguests and responses may be too big to fit into a single packet
and therefore would need to be split into multiple packets. The LDAPDecoder
cannot interpret LDAP communication in which the entire request is not
present in asingle packet.

In some cases, particularly when processing a search that matches multiple
entries, amultiple LDAP messages may be bundled into the same packet. The
LDAPDecoder cannot interpret LDAP communication in which multiple
LDAP messages are present in a single packet.

This document discusses the use of the LDAPDecoder utility in both modes of
operation.
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Running in Proxy Mode

When the LDAPDecoder is configured to operate in proxy mode, LDAP
communication between clients and the directory server must pass through the
decoder. Asit intercepts the communication, it will interpret and display the
information it contains in a human-readable form.

To start the LDAPDecoder in proxy mode, use the command:
java -jar LDAPDecoder.jar -L {listenPort}

where {listenPort} iS the port on which the LDAPDecoder should listen for client
connections. By default, thiswill listen on all interfaces on the specified port, and
will forward all traffic to a directory server listening on port 389 on the same
system. However, this can be changed by providing additional command-line
arguments. The other arguments that may be used are:

-h {serverAddress} -- This specifies the address of the directory server to which
all communication should be forwarded. It may be either an IP address or
resolvable name. By default, an address of "127.0.0.1" will be used.

-p {serverPort} -- This specifies the port of the directory server to which all
communication should be forwarded. By default, a port of 389 will be used.

-1 {listenAddress} -- This specifies the address on which the LDAPDecoder will
listen for connections from clients. By default, the LDAPDecoder will listen
on all interfaces using an address of "0.0.0.0".

-f {outputFile} -- This specifies the path to the output file to which the decoded
LDAP communication should be written. By default, the information will be
written to standard output.

- F {outputFile} -- This specifies the path to the output file to which decoded

communication will be written asa SLAMD job script. By default, no script
file will be written.
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-m-- This specifies that each client connection should be written to a separate
output file. By default, all communication captured will be written to the same
place (either standard output or a specified output file). If thisoption is used,
then an output file must be specified with the - f option, and the address and
port of the client connection will be appended to this filename for each
connection.

-s -- This specifies that the communication between the LDAPDecoder and the
directory server should be encrypted using SSL. More information on using
SSL will be provided later in this section. By default, SSL will not be used for
this communication.

- S -- This specifies that the communication between the clients and the
LDAPDecoder should be encrypted using SSL. More information on using
SSL will be provided later in this section. By default, SSL will not be used for
this communication.

-b -- This specifies that the raw bytes of the LDAP communication should be
included in the output. By default, only the human-readable interpretation of
the traffic will be output. Including the raw bytes received can be useful for
debugging purposes. Note that only the actual TCP datawill be included.
Other datain the packet received (i.e., transport-layer, IP, and TCP headers)
will not be included in the output.

-v -- This specifies that the LDAPDecoder should operate in verbose mode.
Thiswill cause more debugging information to be generated that can help
diagnose any problems that may occur.

When the LDAPDecoder is started in proxy mode, it will display a message
indicating that it islistening for client connections, like:

$ java -jar LDAPDecoder.jar -L 5389
Li stening on 0.0.0.0:5389 for client connections

At this point, whenever a client establishes a connection to the LDAPDecoder,
the LDAPDecoder will establish a corresponding connection to the directory
server. Then, any requests from the client will be decoded before being passed
onto the directory server, and responses from the server will be decoded before
being sent to the client. For example, if the client issues the command:

$ ./l dapsearch -p 5389 -D "cn=Directory Manager" -w password \
-b "dc=exanpl e, dc=conf -s base "(objectC ass=*)"

the output produced by the LDAPDecoder may be:
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[ 26/ Feb/ 2004: 14: 40: 55. 221 -0600] -- New client connection from
127.0.0. 1: 38694
[ 26/ Feb/ 2004: 14: 40: 55. 269 -0600] -- Read data fromthe client
Decoded Data from dient:
LDAP Bi nd Request
Message ID: 1
LDAP Bi nd Request Protocol Op
LDAP Version: 3
Bind DN: cn=Di rectory Manager
Aut henti cati on Dat a:
Aut henti cation Type: Sinple
Bi nd Password: password

[ 26/ Feb/ 2004: 14: 40: 55. 325 -0600] -- Read data fromthe server
Decoded Data from Server:
LDAP Bi nd Response
Message ID: 1
LDAP Bi nd Response Protocol Op
Result Code: 0 (Success)

[ 26/ Feb/ 2004: 14: 40: 55. 330 -0600] -- Read data fromthe client
Decoded Data from dient:
LDAP Search Request
Message ID: 2
LDAP Search Request Protocol Op
Base DN: dc=exanpl e, dc=com
Scope: 0 (baseObject)
Deref Aliases: O (neverDerefAliases)
Size Limt: O
Time Limt: O
Types Only: fal se
Filter: (objectd ass=*)
Attributes:

[ 26/ Feb/ 2004: 14: 40: 55. 348 -0600] -- Read data fromthe server
Decoded Data from Server:
LDAP Search Result Entry
Message ID: 2
LDAP Search Result Entry Protocol Op
dn: dc=exanpl e, dc=com
dc: exanple
obj ectCl ass: top
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obj ect C ass: donmin

[ 26/ Feb/ 2004: 14: 40: 55. 357 -0600] -- Read data fromthe server
Decoded Data from Server:
LDAP Search Result Done
Message ID: 2
LDAP Search Result Done Protocol
Result Code: 0 (Success)

[ 26/ Feb/ 2004: 14: 40: 55. 391 -0600] -- Read data fromthe client
Decoded Data from dient:
LDAP Unbi nd Request
Message ID: 3
LDAP Unbi nd Request Protocol Op

[ 26/ Feb/ 2004: 14: 40: 55. 396 -0600] -- Error reading data fromthe client
[ 26/ Feb/ 2004: 14: 40: 55. 397 -0600] -- Connection from 127.0.0.1 cl osed

Using SSL Between the LDAPDecoder and Directory Server

8

Normally, whenever aclient connects to a directory server using SSL, all
communication between them is encrypted so that it is indecipherable to anyone
else that might be able to seethistraffic. However, if the LDAPDecoder isrunin
proxy mode, it becomes an endpoint for the communication with the client, which
means that it can interpret the encrypted communication from the client. SSL is
supported for communication between the client and the LDAPDecoder aswell as
between the LDAPDecoder and the directory server. The LDAPDecoder uses
JSSE to provide SSL support, but before it may be used it is necessary to
configure the JSSE keystore.

Providing support for SSL between the LDAPDecoder and the directory server is
simpler than between the client and the LDAPDecoder, so that will be discussed
first. Inthiscase, itisonly necessary to ensure that the LDAPDecoder trusts the
SSL certificate used by the directory server. If the directory server's certificate
has been generated by a commercial certificate authority (e.g., VeriSign or
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Thawte), then JSSE may already trust the certificate by default. However, if that
is not the case, then it will be necessary to create a certificate trust store with an
appropriate certificate from the directory server's certificate database.

To do thisfor a Sun ONE Directory Server instance, thecertuti | tool provided
in the shar ed/ bi n directory under the install root may be used. Firgt, list all the
certificates in the certificate database using the command:

.lcertutil -L -d ../../alias -P "slapd-{insanceName}-"

where {instanceName} 1S the name of the directory server instance with which the
LDAPDecoder will communicate using SSL. There will likely be either one or
two certificates listed in this database. If thereisonly one, then that certificateis
probably self-signed, and that certificate will be the one that should be imported
into the JSSE trust store. If there are two, then they will likely be the server
certificate (probably named "ser ver - cert ") and the certificate of the certificate
authority that signed the server certificate. In that case, the CA certificate isthe
certificate that should be used.

Once the name of the appropriate certificate has been identified, it may be
retrieved in ASCII form using another form of the certutil command:

.lcertutil -L -d ../../alias -P "slapd-{instanceName}-" -a -n {nickname}

where {nickname} 1S the nickname of the certificate to be exported. If all goes well,
then the public key information for the certificate should be displayed, like:

----- BEG N CERTI FI CATE- - - - -

M | Ci DCCAf GgAwW BAgl FAPt Z6 NewDQYJ KoZI hvc NAQEEBQAWe z EL MAK GALUEBhMC
VVMkDj AMBgNVBAgTBVRI e G-z MBwWDQYDVQUQHEWZBd XNOaWix GTAXBgNVBAOTEFNL
bi BNaWNyb3N5¢c 3Rl bXMk EDAOBgNVBAS TB1N1bi BPTk UxHj AcBgNVBAMIFXBI Y29z
LNl bnRy YWw ¢ 3VuLn\v b TAe FwOwiViz Ey MDk x ODAy NTdaFwOWNT Az MDk x CDAy NTda
MHs x Cz AJBgNVBAYTAl VTMUWDAYDVQQ EwWUZXhhcz EPMAOGATUEBX MGQXVzdd u
MRKWFWYDVQRKEXBTdWIgTW j c Bz e XNOZWLz MRAWDg YDVQQL Ewd TdWAg TOS FVRAW
HAYDVQQDEXVWZWNv cy 5] ZWs0cnFsLnNLbi 5) b20wgZ8wDQYJKoZI hvc NAQEBBQAD
gYOAM GJA0GBALp4i X1vphWemXPCAXC/ zcAl n¥Z/ 8r zbR+1j +a0hj r G UoFFPcyVh
H7xhXD3l FzM hDehSr oHJe3VFPgBCNKr 41 cCv139l hDi 1i p475+f O+7ZI 36dbat s
I OgVBIMHYCmtLt Ux6l 3SRoKsB/ DKI HEKt Ug TEQNV Er 1v8D4Ke MRWI4nx AgVBAAG

GDAVWBQGCWCGSAGGHEI BAQEB/ wQEAW GAMDANBgk ghki GOwWOBAQQFAAOBgQBWhAZN
1sYJcGIVEOTAR RpWI3E2LI Epniwy/ Cnr 3CpCkww K9kWs p3hxAYv Xl J/ 29CNad5/

22Qr1/ 3VWFZ6kKt xat VnOTb/ 7¢5/ t E98VcDChFAFkJnc Sksxt r AMOA7+wKFFga7cP
vhOf gXD4emYTpASxHTK5z C2ei RpBj YO1MWNSsr g==

----- END CERTI FI CATE- - - - -

This output (including the lines containing BEG N CERTI FI CATE and END
CERTI FI CATE) should be copied into atext file that the LDAPDecoder can access.
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It may then be imported into a JSSE trust store using the keyt ool utility provided
with the Javainstallation, like:

keytool -inport -alias ds-cert -file {certFile} -keystore trust.store

where {certFile} IS the path to the file containing the ASCII representation of the
certificate obtained above.

Once the trust store has been created, an argument should be provided on the
command line that will tell Javato use that trust store when communicating with
the server over SSL. This can be done like:

java -Djavax.net.ssl.trustStore=trust.store -jar LDAPDecoder.jar \
-L 5389 -h sslds.exanple.com-p 636 -s

Thiswill configure the LDAPDecoder so that it will communicate over SSL with
the directory server ssds.example.com on port 636, while clients will still
communicate with the LDAPDecoder itself without using SSL. Note that there
cannot be any spacesin the"- 0j avax. net . ssl . trust Store=trust.store" portion
of the command line.

Using SSL Between Clients and the LDAPDecoder

10

While providing the ability for the LDAPDecoder to communicate securely with
the directory server isimportant, it is of limited usefulness without the ability for
clients to communicate security with the LDAPDecoder. This can be done, but it
is more complex and requires that the LDAPDecoder itself be issued a server
certificate. This certificate may be either self-signed (which is free, but may
require that the client be provided with the certificate so it may be trusted) or
signed by an external CA (which may or may not be free, but could be easier to
use with clients).

Regardless of whether a self-signed or externally-signed certificate will be used,
the first step isto create a certificate request. This may be done using the keytool
utility, like:

keyt ool -genkey -alias decoder-cert -dnane {subject} -validity 365 \
-keyal g rsa -keystore key.store

where X is the subject of the certificate. The subject should be something like
"CN={fqdn}, O={companyName}, C={countryCode}", wWhere {fqdn} IS the fully-qualified
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domain name of the system on which the LDAPDecoder will berun,
{companyName} IS the name of the organization with which the system is associated,
and {countryCode} 1S the two-character country code for the country in which it will
be used (e.g., "US" for the United States). After prompting for a password

(which may be any valueif thisis anew keystore), thiswill generate a private key
for the certificate in the keystore file key. st ore.

If the certificate used by the LDAPDecoder isto be self-signed, then that
certificate can be generated using the command:

keytool -selfcert -alias decoder-cert -validity 365 \
-keystore key.store

After being prompted for a password (which should be the same password used
when generating the private key), the certificate will be signed. At this point, it
will likely need to be exported in ASCII form so that it may be imported into a
certificate database for use by LDAP clients. This may be done using the
command:

keytool -list -rfc -alias decoder-cert -keystore key.store

If the certificate is going to be signed by an external CA, then it will be necessary
to extract the certificate request from the keystore. This can be done using the
command:

keytool -certreq -alias decoder-cert -file decoder.csr \
-keystore key.store

The certificate signing request will be written to the file decoder.csr, which can
then be provided to a certificate authority to be signed. Once the reguest has been
signed and is available (preferably as a PK CS#7 certificate chain), the certificate
may be imported into the certificate database using the command:

keytool -inport -trustcacerts -alias decoder-cert \
-file decoder.cert -keystore key.store

Once the keystore contains avalid certificate (either self-signed or signed by an
external CA), then the LDAPDecoder may be configured to accept SSL-based
connections from clients. To do this, it must be provided with both the location
of the JSSE keystore and the password required to access the private key that it
contains. This requires providing two additiona properties on the command line,
like:
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java -Djavax. net.ssl. keyStore=key.store \
- Dj avax. net. ssl . keySt or ePasswor d=password \
-Dj avax. net.ssl.trustStore=trust.store -jar LDAPDecoder.jar \
-L 5636 -S -h sslds.exanple.com-p 636 -s

At this point, any communication between the clients and the LDAPDecoder will
be encrypted using SSL, and any communication between the LDAPDecoder and
the directory server will be encrypted using SSL. Notethat it is not necessary to
have both enabled at the same time, as either segment can be SSL -enabled
independently of the other.
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Running in Offline Mode

While running the LDAPDecoder in proxy mode is useful for debugging
problems under controlled conditions, it is not feasible in all cases (e.g., whenitis
not possible to reconfigure the clients to communicate with the LDAPDecoder
rather than directly with the directory server). For that reason, the LDAPDecoder
offersthe ability to operate in offline mode, in which case it can parse and
interpret data captured in either a snoop version 2 (like that used by the Solaris
snoop utility) or libpcap 2.4 (like that used by t cpdunp on Linux and other
platforms) capture file format. Note that because the traffic is not passing
through the LDAPDecoder in this case, it is hot possible to decode SSL-encrypted
communication. However, non-SSL communication may be examined and
interpreted.

In order to start the LDAPDecoder in offline mode, the following command
should be used:

java -jar LDAPDecoder.jar -i {captureFile}

where {captureFile} IS the path to the snoop or libpcap capture file containing the
datato be interpreted. By default, the LDAPDecoder will attempt to interpret any
TCP packets with a source or destination port of 389 as LDAP traffic. However,
this behavior may be changed using command line arguments. The arguments
supported for offline mode include:

-h {serverAddress} -- This specifies the address of the system on which the
directory server isrunning. By default, any TCP traffic with the appropriate
source or destination port will be examined, which can be useful if the capture
contains data from interaction with multiple directory servers. However, if a
server address is provided, then only communication with that system will be
examined.

-p {serverPort} -- This specifies the port on which the directory server is
running. By default, avalue of 389 will be used.
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-f {outputFile} -- This specifies the path to the output file into which the decoded
LDAP traffic should be written. By default, thisinformation will be sent to
standard output.

- F {outputFile} -- This specifies the path to the output file to which decoded
communication will be written asa SLAMD job script. By default, no script
file will be written.

-b -- This specifies that the raw bytes of the communication should be included
in the output in addition to the human-readable parsed LDAP messages. This
can be useful for debugging purposes.

-v -- This specifies that the LDAPDecoder should operate in verbose mode,
which can provide useful debugging information if problems arise.

The output generated by the LDAPDecoder when run in offline mode will be the
same as the output generated when it is run in proxy mode.

Note that the LDAPDecoder currently does impose some limitations on the kind
of packet captures that may be examined. In particular, only 1Pv4 is currently
supported, so any communication using IPv6 cannot be interpreted. Further, only
captures obtained over Ethernet will be allowed. Other datalink devices (e.g.,
token ring, FDDI, HDLC, ARCNEet, SLIP, PPP, etc.) are not supported. Note that
the Linux loopback deviceis treated as Ethernet, so captures obtained over the
loopback interface on Linux systems can be examined.

Using shoop to Capture LDAP Communication

Solarisincludes a utility called snoop that can capture network traffic and store it
in aform that may be examined using the LDAPDecoder. While the manual page
for snoop doesinclude al the information necessary to use the utility, a brief
overview will be provided here aswell.

If snoop is run on the command line with no arguments, it will print alimited
amount of information about each packet that it seesto standard output. The
output in this formis not of any use to the LDAPDecoder, as it needs accessto
the raw data contained in those packets. Therefore, the"- 0" option must be used
to specify the file into which the capture data will be written, like:
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# ./snoop -0 snoop.capture

Thiswill write information about each packet captured into the snoop. capt ure
filein abinary format described in RFC 1761.

By default, snoop will listen on the first non-loopback interface that it findsin the
system. On a multi-homed system, this may not be the interface over which the
LDAP traffic will be transferred. In that case, the specific interface to use can be
specified using the "- d" argument. For example:

# ./snoop -0 snoop.capture -d hme0

will cause snoop to listen on the "hmeQ" interface rather than any other interface
that might be present in the system. If a system does have multiple network
interfaces, then it is recommended that the "- d" argument always be provided so
that the correct interface will be used.

Also by default, snoop will listen using promiscuous mode, which means that it
will capture information about any network traffic that it sees on the target
interface, regardless of whether that traffic is actually coming from or going to
the system running snoop. That is, if snoop IS running in promiscuous mode on
an unswitched network, then it may capture traffic between other systems on the
same network segment. In some cases this may be desirable, but in othersit may
cause the capture to be unnecessarily large or even introduce confusion into the
process of interpreting the dataif another system on the same network segment is
also running an LDAP directory server. Therefore, it is possible to configure
snoop to not listen in promiscuous mode by providing the "- P" argument on the
command line.

Finally, snoop will capture all network traffic that it sees, which may include
packets that have nothing to do with the directory server. Whilethe
LDAPDecoder will simply ignore such packets, including this information can
dramatically increase the size of the capture file, particularly for captures running
for an extended period of time. Therefore, it may be desirable to include an
expression on the command line to indicate that only traffic meeting a certain
criteria should be captured. For example, an expression of "t cp port 389" will
restrict the capture to only include TCP traffic in which the source or destination
port number is TCP port 389. Consult the snoop man page for additional
information on what may be present in this expression.

Using this information, an appropriate command line to use in order to capture
LDAP communication using snoop might be:

# snoop -P -d hnme0 -0 snoop.capture tcp port 389

Running in Offine Mode 15



When the desired information has been captured, smply use Ctrl+C to stop the
capture. Thesnoop. capt ur e file may then be provided to the LDAPDecoder so
that it may be interpreted.

Using tcpdump to Capture LDAP Communication

Thet cpdunp utility isvery similar to snoop in the way that it operates and the
featuresthat it provides. The primary differencesin usage are in the command-
line arguments that should be provided to accomplish certain tasks. For example:

To send the data captured by t cpdunp to abinary file rather than printing
summary information to standard output, use the "- w {filename}" argument.

To specify which interface to use when capturing data, usethe "-i {interface}"
argument.

To disable promiscuous mode, use the "- p" argument.
Capture expressions are still allowed, and inthiscase "tcp port 389" isdtill a

valid capture expression. However, there may be syntax differences between
the capture expressions used by snoop and t cpdunp in SOMe cases.

One other important note is that in its default mode of operation t cpdunp may
truncate packets so that the entire packet is not captured. To prevent that, make
sureto add "-s 0" to the command line, which indicates that the entire packet
should be captured.

Asan example, at cpdunp command line to capture LDAP communication could
be asfollows:

# tcpdunmp -p -i ethO -w tcpdunp.capture -s 0 tcp port 389

Consult the t cpdunmp man page for further information on using this utility.
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Generating SLAMD Job Scripts

By default, whenever the LDAPDecoder is used, it will generate human-readable
output that can be used to better understand the kinds of operations that the client
performs when communicating with the directory server. Thisinformation can
then be used by a developer to create a custom SLAMD job class or script based
on that access pattern. However, asof SLAMD 1.8.0 the LDAPDecoder also
provides the ability to write captured data to a job script that can be executed in
the SLAMD scripting engine with or without modification. If the generated script
is not modified, then executing the script will simply replay the exact set of
requests that the client sent to the server. If the script is edited, then there are a
lot more options for making it more generic (e.g., choosing users at random rather
than always using the same one as the client that performed the capture) as well
asto alow for the possibility for running those operationsin aloop to turn a
relatively small set of requests into a much larger one.

The LDAPDecoder will automatically record any captured requeststo aSLAMD
script if you usethe"- F {outputFile}”" argument on the command line (it will also
send a human-readable version of the output to either standard output or the file
specified using the"-f {outputFile})" argument, although this can be set to
something like/ dev/ nul | if that output is not desired). The generated script
should be completely executable on its own to reproduce the behavior captured
by the client. For example, issuing the following | dapsear ch command:

$ ./l dapsearch -p 2389 -D "cn=Directory Manager" -w password \
-b "dc=exanpl e, dc=conf -s base "(objectC ass=*)"

can result in ajob script that looks like:

# This script was dynanmically generated by the the SLAMD LDAPDecoder tool.
# Generation Date: Fri Cct 08 11:05:12 CDT 2004

# Make the LDAP data types avail able for use.

use com sun. sl and. scri pting. | dap. LDAPAttri but eVari abl e;
use com sun. sl and. scri pting. | dap. LDAPAttri but eVari abl e;
use com sun. sl and. scri pting. | dap. LDAPConnecti onVari abl e;
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use com sun. sl and. scri pting. | dap. LDAPEntryVari abl e;
use com sun. sl and. scri pting.| dap. LDAPModi fi cati onVari abl e;
use com sun. sl anmd. scri pting. | dap. LDAPModi fi cati onSet Vari abl e;

# Define the variables that we will use.
vari abl e bool ean useSSL
variabl e int resul t Code;
vari abl e int port;

vari abl e LDAPConnecti on conn;

vari abl e LDAPEnt ry entry,

vari abl e LDAPModi fication nod;
vari abl e LDAPModi ficati onSet npdSet ;

variabl e string bi ndDN
variable string bi ndPW
variabl e string host ;
variabl e string nessage;
variabl e StringArray searchAttrs;

# Read the values of all the configuration argunents.
host = script.getScriptArgunent("host", "127.0.0.1");

port = script.getScriptlntArgunent("port", 1389);
useSSL = scri pt.getScriptBool eanArgunent ("useSSL", false);
bi ndDN = scri pt.get Scri pt Argunment ("bi ndDN', "");

bi ndPW = scri pt.get Scri pt Argunment (" bi ndPW, "");

# Indicate that the connection should collect and report statistics.
conn. enabl eAtt enpt edOper ati onCounters();

conn. enabl eSuccessf ul Oper ati onCount ers();

conn. enabl eFai | edOper ati onCounters();

conn. enabl eQper ati onTi ners();

# Establish the connection that will be used for all the work. |f the
# connection attenpt fails, then exit with an error.

resul t Code = conn. connect (host, port, bindDN, bindPW 3, useSSL);

i f resultCode. not Equal (conn. success())

begin
message = "Unable to connect. Result code was: ";
message = nmessage. append(resul t Code.toString());

script. |l ogMessage( nessage);
script.exitWthError();
end;

#### Bind request captured at Fri Cct 08 11:05:36 CDT 2004
# Bind DN: cn=Directory Mnager
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# Aut hentication Type: Sinple
# Aut henticati on Password: password
resul t Code = conn. bi nd("cn=Di rectory Manager", "password");

#### Bind response captured at Fri Cct 08 11:05:36 CDT 2004
# Result code: O

#### Search request captured at Fri Oct 08 11:05:36 CDT 2004
Search Base: dc=exanpl e, dc=com

Scope: basebj ect

Deref Policy: neverDerefAliases

Size Limt: O

Time Limt: O

Types Only: false

Filter: (objectd ass=*)

searchAttrs. renmoveAll ();

H oH OH H H H H

resul t Code = conn. sear ch("dc=exanpl e, dc=conf', conn.scopeBase(), "(objectd ass=*)",

searchAttrs, 0, 0);

#### Search result entry captured at Fri COct 08 11:05:36 CDT 2004
# dn: dc=exanpl e, dc=com

# dc: exanple

# objectC ass: top

# obj ectd ass: donain

#### Search result done captured at Fri Oct 08 11:05:36 CDT 2004
# Result code: O

#### Unbi nd request captured at Fri Oct 08 11:05:36 CDT 2004

# Not acutally going to unbind to prevent problenms with future operations.
# 1f you actually want the unbind processed, then uncomment the next I|ine:
# conn. di sconnect ();

#### LDAPDecoder shutdown detected at Fri Oct 08 11:05:45 CDT 2004
# Close the connection to the directory server.
conn. di sconnect () ;

As can be seen from this script, only the requests from the client are actually
included as executable code. The responses from the server are included as
comments, but as they will not be replayed by the client as part of the load
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generation process, then there is no need to include any processing associated
with them in the script. The client will automatically read all response messages
associated with arequest (including all search result entries), but by default will
not do any processing on them. Also note that unbind requests sent by the client
will be included in the script but commented out so that connection closures will
not prevent future operations from being processed.

This captured information can be used as the basis of complete SLAMD job
scripts that can accurately simulate real-world clients. See the SLAMD Scripting
L anguage Guide for more information on the scripting language features that are
available.
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SLAMD License

The SLAMD Distributed Load Generation Engine (SLAMD) islicensed under

the Sun Public License Version 1.0. Thisis an OSI-Approved Open Source
license, and more information can be found about such licenses at

http://www.opensource.org/, but the full text of the Sun Public License Version

1.0 is provided below for reference.

SUN PUBLI C LI CENSE Version 1.0

1.

Definitions.

1.0.1. "Commercial Use" nmeans distribution or otherw se nmaking the
Covered Code available to a third party.

1.1. "Contributor" means each entity that creates or contributes to
the creation of Mdifications.

1.2. "Contributor Version" nmeans the conbination of the Oiginal Code,
prior Mdifications used by a Contributor, and the Mdifications made
by that particular Contributor.

1.3. "Covered Code" neans the Oiginal Code or Mdifications or the
conbi nation of the Oiginal Code and Mdifications, in each case

i ncludi ng portions thereof and correspondi ng docunentation rel eased
with the source code

1.4. "Electronic Distribution Mechani sni means a nechani sm general |y
accepted in the software devel opnment community for the electronic
transfer of data.

1.5. "Executable" neans Covered Code in any form other than Source
Code.

1.6. "Initial Devel oper" means the individual or entity identified as
the Initial Developer in the Source Code notice required by Exhibit A

1.7. "Larger Wrk" means a work which conbi nes Covered Code or
portions thereof with code not governed by the terns of this License.

1.8. "License" neans this docunent.
1.8.1. "Licensable" nmeans having the right to grant, to the naxi mum

extent possible, whether at the time of the initial grant or
subsequently acquired, any and all of the rights conveyed herein

SLAMD License

21



1.9. "Modifications" neans any addition to or deletion fromthe
subst ance or structure of either the Original Code or any previous
Modi fications. Wien Covered Code is released as a series of files, a
Modi fication is:

A. Any addition to or deletion fromthe contents of a file containing
Oiginal Code or previous Mdifications.

B. Any new file that contains any part of the Oiginal Code or
previ ous Modifi cations.

1.10. "Original Code" nmeans Source Code of conputer software code
which is described in the Source Code notice required by Exhibit A as
Oiginal Code, and which, at the tinme of its release under this

Li cense is not already Covered Code governed by this License.

1.10.1. "Patent Cainms" nmeans any patent clain(s), now owned or
hereafter acquired, including without limtation, nmethod, process, and
apparatus clainms, in any patent Licensable by grantor.

1.11. "Source Code" neans the preferred formof the Covered Code for
maki ng nodi fications to it, including all nodules it contains, plus
any associ ated docunentation, interface definition files, scripts used
to control conpilation and installation of an Executable, or source
code differential conparisons against either the Oiginal Code or

anot her well known, available Covered Code of the Contributor's

choi ce. The Source Code can be in a conpressed or archival form

provi ded the appropriate deconpressi on or de-archiving software is

wi del y avail able for no charge.

1.12. "You" (or "Your") means an individual or a legal entity
exercising rights under, and conplying with all of the terms of, this
Li cense or a future version of this License issued under Section 6.1
For legal entities, "You" includes any entity which controls, is
controlled by, or is under conmon control with You. For purposes of
this definition, "control" neans (a) the power, direct or indirect, to
cause the direction or managenent of such entity, whether by contract
or otherwi se, or (b) ownership of nmore than fifty percent (50% of the
out st andi ng shares or beneficial ownership of such entity.

2. Source Code License

2.1 The Initial Devel oper G ant.
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The Initial Devel oper hereby grants You a world-w de, royalty-free,
non- excl usive |license, subject to third party intellectual property
cl ai ns:

(a) under intellectual property rights (other than patent or
trademark) Licensable by Initial Devel oper to use, reproduce, nodify,
di spl ay, perform sublicense and distribute the Original Code (or
portions thereof) with or without Mdifications, and/or as part of a
Larger Wirk; and

(b) under Patent Clains infringed by the making, using or selling of
Original Code, to nmake, have nade, use, practice, sell, and offer for
sal e, and/or otherw se dispose of the Original Code (or portions

t her eof ) .
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(c) the licenses granted in this Section 2.1(a) and (b) are effective
on the date Initial Developer first distributes Oiginal Code under
the terms of this License.

(d) Notwithstanding Section 2.1(b) above, no patent license is

granted: 1) for code that You delete fromthe Oigi nal Code; 2)
separate fromthe Original Code; or 3) for infringements caused by:
i) the nmodification of the Original Code or ii) the combination of the
Oiginal Code with other software or devices.

2.2. Contributor G ant.

Subject to third party intellectual property clains, each Contri butor
hereby grants You a world-w de, royalty-free, non-exclusive |license

(a) under intellectual property rights (other than patent or
trademark) Licensable by Contributor, to use, reproduce, nodify,

di splay, perform sublicense and distribute the Mdifications created
by such Contributor (or portions thereof) either on an unnodified
basis, with other Mdifications, as Covered Code and/or as part of a
Larger Wirk; and

(b) under Patent Clainms infringed by the making, using, or selling of
Modi fications nade by that Contributor either alone and/or in
conbination with its Contributor Version (or portions of such

conbi nation), to nake, use, sell, offer for sale, have nmade, and/or
ot herwi se dispose of: 1) Modifications nmade by that Contributor (or
portions thereof); and 2) the conbination of Mdifications nade by
that Contributor with its Contributor Version (or portions of such
conbi nation).

(c) the licenses granted in Sections 2.2(a) and 2.2(b) are effective
on the date Contributor first makes Commercial Use of the Covered
Code.

(d) notwithstanding Section 2.2(b) above, no patent license is
granted: 1) for any code that Contributor has deleted fromthe

Contri butor Version; 2) separate fromthe Contributor Version; 3) for
i nfringements caused by: i) third party nodifications of Contributor
Version or ii) the conbination of Mdifications nmade by that
Contributor with other software (except as part of the Contributor
Version) or other devices; or 4) under Patent Cains infringed by
Covered Code in the absence of Mdifications nade by that Contri butor

3. Distribution Obligations.
3.1. Application of License

The Modifications which You create or to which You contribute are
governed by the terms of this License, including without Iimtation
Section 2.2. The Source Code version of Covered Code may be
distributed only under the terns of this License or a future version
of this License rel eased under Section 6.1, and You nust include a
copy of this License with every copy of the Source Code You
distribute. You may not offer or inpose any ternms on any Source Code
version that alters or restricts the applicable version of this

Li cense or the recipients' rights hereunder. However, You may include
an additional docunment offering the additional rights described in
Section 3.5.
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3.2. Availability of Source Code.

Any Mbodi fication which You create or to which You contribute nust be
made avail able in Source Code formunder the ternms of this License
either on the same nedia as an Executable version or via an accepted
El ectronic Distribution Mechanismto anyone to whom you nade an
Execut abl e version available; and if nmade available via Electronic

Di stribution Mechanism must remain available for at |east twelve (12)
months after the date it initially becane available, or at |east six
(6) nonths after a subsequent version of that particular Mdification
has been made avail able to such recipients. You are responsible for
ensuring that the Source Code version renmains available even if the
El ectronic Distribution Mechanismis maintained by a third party.

3.3. Description of Mdifications.

You must cause all Covered Code to which You contribute to contain a
file docunmenting the changes You nade to create that Covered Code and
the date of any change. You nust include a prom nent statenent that
the Modification is derived, directly or indirectly, from Oigina
Code provided by the Initial Devel oper and including the name of the
Initial Developer in (a) the Source Code, and (b) in any notice in an
Execut abl e version or rel ated docunentation in which You describe the
origin or ownership of the Covered Code.

ntellectual Property Matters.
(a) Third Party C ai ns.

If Contributor has know edge that a license under a third party's
intellectual property rights is required to exercise the rights
granted by such Contributor under Sections 2.1 or 2.2, Contributor
must include a text file with the Source Code distribution titled
"LEGAL'' which describes the claimand the party making the claimin
sufficient detail that a recipient will know whomto contact. |f
Contri butor obtains such know edge after the Mdification is made
avai |l abl e as described in Section 3.2, Contributor shall promptly
nmodi fy the LEGAL file in all copies Contributor makes avail abl e
thereafter and shall take other steps (such as notifying appropriate
mai ling lists or newsgroups) reasonably calculated to informthose who
received the Covered Code that new know edge has been obt ai ned.

(b) Contributor APIs.

If Contributor's Mdifications include an application progranmmi ng
interface ("API") and Contributor has know edge of patent |icenses

whi ch are reasonably necessary to inplenment that API, Contributor nust
also include this information in the LEGAL file

(c) Representations.

Contributor represents that, except as disclosed pursuant to Section
3.4(a) above, Contributor believes that Contributor's Mdifications
are Contributor's original creation(s) and/or Contributor has
sufficient rights to grant the rights conveyed by this License.

3.5. Required Notices
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You must duplicate the notice in Exhibit Ain each file of the Source
Code. If it is not possible to put such notice in a particular Source
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Code file due to its structure, then You nust include such notice in a
| ocation (such as a relevant directory) where a user would be likely
to look for such a notice. |If You created one or nore Mbodification(s)
You may add your name as a Contributor to the notice described in

Exhi bit A. You nust also duplicate this License in any docunentation
for the Source Code where You describe recipients' rights or ownership
rights relating to Covered Code. You may choose to offer, and to
charge a fee for, warranty, support, indemity or liability
obligations to one or nore recipients of Covered Code. However, You
may do so only on Your own behal f, and not on behalf of the Initial
Devel oper or any Contributor. You nust nake it absolutely clear than
any such warranty, support, indemity or liability obligation is

of fered by You al one, and You hereby agree to indemify the Initial
Devel oper and every Contributor for any liability incurred by the
Initial Devel oper or such Contributor as a result of warranty,

support, indemmity or liability terms You offer

3.6. Distribution of Executabl e Versions.

You may distribute Covered Code in Executable formonly if the

requi rements of Section 3.1-3.5 have been net for that Covered Code
and if You include a notice stating that the Source Code version of
the Covered Code is available under the ternms of this License,

i ncluding a description of how and where You have fulfilled the
obligations of Section 3.2. The notice nust be conspicuously included
in any notice in an Executable version, related docunentation or
collateral in which You describe recipients' rights relating to the
Covered Code. You may distribute the Executable version of Covered
Code or ownership rights under a license of Your choice, which nmay
contain terns different fromthis License, provided that You are in
conpliance with the terns of this License and that the license for the
Execut abl e version does not attenpt to limt or alter the recipient's
rights in the Source Code version fromthe rights set forth in this
Li cense. If You distribute the Executable version under a different
l'icense You nmust make it absolutely clear that any terms which differ
fromthis License are offered by You alone, not by the Initia

Devel oper or any Contributor. You hereby agree to indemify the
Initial Devel oper and every Contributor for any liability incurred by
the Initial Devel oper or such Contributor as a result of any such
terms You offer.

3.7. Larger Wrks.

You may create a Larger Wurk by conbining Covered Code with other code
not governed by the terns of this License and distribute the Larger
Wrk as a single product. In such a case, You nust nake sure the

requi rements of this License are fulfilled for the Covered Code.

4. Inability to Conply Due to Statute or Regul ati on.

If it is inpossible for You to comply with any of the ternms of this
Li cense with respect to sone or all of the Covered Code due to
statute, judicial order, or regulation then You nust: (a) conply with
the terms of this License to the naxi mum extent possible; and (b)
describe the linmtations and the code they affect. Such description
must be included in the LEGAL file described in Section 3.4 and nust
be included with all distributions of the Source Code. Except to the
extent prohibited by statute or regulation, such description nust be
sufficiently detailed for a recipient of ordinary skill to be able to
understand it.
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Application of this License.

This License applies to code to which the Initial Devel oper has
attached the notice in Exhibit A and to related Covered Code.

Versi ons of the License.

New Ver si ons.

Sun M crosystens, Inc. ("Sun") may publish revised and/ or new versions
of the License fromtine to time. Each version will be given a
di stingui shing version nunber.

6.2. Effect of New Versions.

Once Covered Code has been published under a particular version of the
Li cense, You may al ways continue to use it under the terns of that
version. You may al so choose to use such Covered Code under the terns
of any subsequent version of the License published by Sun. No one
other than Sun has the right to nodify the terns applicable to Covered
Code created under this License

6.3. Derivative Wrks.

If You create or use a nodified version of this License (which you nay
only do in order to apply it to code which is not already Covered Code
governed by this License), You nust: (a) renane Your |icense so that
the phrases "Sun," "Sun Public License," or "SPL" or any confusingly
sim | ar phrase do not appear in your l|icense (except to note that your
license differs fromthis License) and (b) otherw se nake it clear
that Your version of the license contains terms which differ fromthe
Sun Public License. (Filling in the name of the Initial Devel oper,
Original Code or Contributor in the notice described in Exhibit A
shall not of thenselves be deenmed to be nodifications of this

Li cense.)

7. DI SCLAI MER OF WARRANTY.

COVERED CODE |I'S PROVI DED UNDER THI S LI CENSE ON AN "AS | S'' BASI S

W THOUT WARRANTY OF ANY KI ND, EI THER EXPRESSED OR | MPLI ED, | NCLUDI NG
W THOUT LI M TATI ON, WARRANTI ES THAT THE COVERED CODE |I'S FREE OF
DEFECTS, MERCHANTABLE, FIT FOR A PARTI CULAR PURPOSE OR NON- | NFRI NG NG
THE ENTI RE RI SK AS TO THE QUALI TY AND PERFORMANCE OF THE COVERED CODE
IS WTH YOU. SHOULD ANY COVERED CODE PROVE DEFECTI VE I N ANY RESPECT,
YOU (NOT THE | NI TI AL DEVELOPER OR ANY OTHER CONTRI BUTOR) ASSUME THE
COST OF ANY NECESSARY SERVI CI NG REPAIR OR CORRECTION. THI S DI SCLAI MER
OF WARRANTY CONSTI TUTES AN ESSENTI AL PART OF THI S LI CENSE. NO USE OF
ANY COVERED CODE | S AUTHORI ZED HEREUNDER EXCEPT UNDER THI S DI SCLAI MER

8. TERM NATI ON
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8.1. This License and the rights granted hereunder will terninate
automatically if You fail to conply with terms herein and fail to cure
such breach within 30 days of beconing aware of the breach. Al
sublicenses to the Covered Code which are properly granted shal
survive any termination of this License. Provisions which, by their
nature, nmust remain in effect beyond the ternination of this License
shal | survive.
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8.2. If You initiate litigation by asserting a patent infringenent

cl ai m (excl udi ng declaratory judgnent actions) against Initial Devel oper
or a Contributor (the Initial Devel oper or Contributor agai nst whom

You file such action is referred to as "Participant") alleging that:

(a) such Participant's Contributor Version directly or indirectly
infringes any patent, then any and all rights granted by such
Participant to You under Sections 2.1 and/or 2.2 of this License
shal |, upon 60 days notice from Participant term nate prospectively,
unless if within 60 days after receipt of notice You either: (i)
agree in witing to pay Participant a nutually agreeabl e reasonable
royalty for Your past and future use of Modifications made by such
Participant, or (ii) withdraw Your litigation claimw th respect to
the Contributor Version against such Participant. |If within 60 days
of notice, a reasonable royalty and paynent arrangenent are not
mutual |y agreed upon in witing by the parties or the litigation claim
is not withdrawn, the rights granted by Participant to You under
Sections 2.1 and/or 2.2 automatically term nate at the expiration of
the 60 day notice period specified above.

(b) any software, hardware, or device, other than such Participant's
Contributor Version, directly or indirectly infringes any patent, then
any rights granted to You by such Participant under Sections 2.1(b)
and 2.2(b) are revoked effective as of the date You first made, used,
sold, distributed, or had nade, Modifications nmade by that

Partici pant.

8.3. If You assert a patent infringenent claimagainst Participant

al l eging that such Participant's Contributor Version directly or
indirectly infringes any patent where such claimis resolved (such as
by license or settlenent) prior to the initiation of patent
infringement litigation, then the reasonable value of the |licenses
granted by such Participant under Sections 2.1 or 2.2 shall be taken
into account in determ ning the anount or val ue of any paynent or
I'icense.

8.4. In the event of termnination under Sections 8.1 or 8.2 above, al
end user license agreenents (excluding distributors and resellers)
whi ch have been validly granted by You or any distributor hereunder
prior to termnation shall survive ternination.

9. LIMTATION OF LIABILITY.

UNDER NO Cl RCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER TORT

(1 NCLUDI NG NEGLI GENCE), CONTRACT, OR OTHERW SE, SHALL YOQU, THE I NI TI AL
DEVELOPER, ANY OTHER CONTRI BUTOR, OR ANY DI STRI BUTOR OF COVERED CODE,
OR ANY SUPPLI ER OF ANY OF SUCH PARTIES, BE LI ABLE TO ANY PERSON FOR
ANY | NDI RECT, SPECI AL, | NCI DENTAL, OR CONSEQUENTI AL DAMAGES OF ANY
CHARACTER | NCLUDI NG W THOUT LI M TATI ON, DAMACGES FOR LOSS OF GOODW LL,
WORK STOPPAGE, COVPUTER FAI LURE OR MALFUNCTI ON, OR ANY AND ALL OTHER
COMMVERCI AL DAMAGES OR LOSSES, EVEN | F SUCH PARTY SHALL HAVE BEEN

| NFORVED OF THE PGSSI BI LI TY OF SUCH DAMAGES. THI'S LI M TATI ON OF

LI ABI LI TY SHALL NOT APPLY TO LI ABILITY FOR DEATH OR PERSONAL | NJURY
RESULTI NG FROM SUCH PARTY' S NEGLI GENCE TO THE EXTENT APPLI CABLE LAW
PRCHI BI TS SUCH LI M TATI ON. SOVE JURI SDI CTI ONS DO NOT ALLOW THE
EXCLUSI ON OR LI M TATI ON OF | NCI DENTAL OR CONSEQUENTI AL DAMAGES, SO
THI'S EXCLUSI ON AND LI M TATI ON MAY NOT APPLY TO YQU

10. U. S. GOVERNMENT END USERS
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The Covered Code is a "comrercial item" as that termis defined in 48
CFR 2.101 (Qct. 1995), consisting of "commrercial conputer software"
and "commercial conputer software docunentation," as such terns are
used in 48 C.F.R 12.212 (Sept. 1995). Consistent with 48 C.F. R

12. 212 and 48 C F. R 227.7202-1 through 227.7202-4 (June 1995), al

U.S. Government End Users acquire Covered Code with only those rights
set forth herein.

11. M SCELLANEQUS

Thi s License represents the conpl ete agreenment concerning subject
matter hereof. If any provision of this License is held to be
unenf or ceabl e, such provision shall be reformed only to the extent
necessary to nake it enforceable. This License shall be governed by
California | aw provisions (except to the extent applicable law, if
any, provides otherw se), excluding its conflict-of-Iaw provisions.
Wth respect to disputes in which at |east one party is a citizen of,
or an entity chartered or registered to do business in the United
States of Anerica, any litigation relating to this License shall be
subject to the jurisdiction of the Federal Courts of the Northern
District of California, with venue Iying in Santa C ara County,
California, with the losing party responsible for costs, including
without limtation, court costs and reasonabl e attorneys' fees and
expenses. The application of the United Nations Convention on
Contracts for the International Sale of Goods is expressly excluded.
Any | aw or regul ation which provides that the | anguage of a contract
shal | be construed against the drafter shall not apply to this

Li cense.

12. RESPONSI Bl LI TY FOR CLAI M5

As between Initial Devel oper and the Contributors, each party is
responsi ble for clains and damages arising, directly or indirectly,
out of its utilization of rights under this License and You agree to
work with Initial Devel oper and Contributors to distribute such
responsibility on an equitable basis. Nothing herein is intended or
shal | be deened to constitute any adnission of liability.

13. MJLTI PLE- LI CENSED CODE.

Exhi bi

Initial Devel oper nmay designate portions of the Covered Code as
"Ml tiple-Licensed". "Miltiple-Licensed" means that the Initia
Devel oper permits you to utilize portions of the Covered Code under
Your choice of the alternative |licenses, if any, specified by the
Initial Developer in the file described in Exhibit A

t A -Sun Public License Notice.

The contents of this file are subject to the Sun Public License
Version 1.0 (the "License"); you nay not use this file except in
conpliance with the License. A copy of the License is avail able at
http://ww. sun. com

The Original Code is . The Initial Devel oper of the
Oiginal Code is . Portions created by are Copyri ght

(0 ___ . All Rights Reserved.

Contributor(s):

Alternatively, the contents of this file may be used under the termns
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of the __license (the "[___ ] License"), in which case the
provisions of [ ] License are applicable instead of those above.
If you wish to all ow use of your version of this file only under the
terns of the | ] License and not to allow others to use your
version of this file under the SPL, indicate your decision by deleting
the provisions above and replace themwi th the notice and other
provisions required by the [ ] License. |If you do not delete the
provi si ons above, a recipient may use your version of this file under
either the SPL or the [ ] License."

[ NOTE: The text of this Exhibit A may differ slightly fromthe text of
the notices in the Source Code files of the Original Code. You should
use the text of this Exhibit A rather than the text found in the
Oiginal Code Source Code for Your Modifications.]
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